
Our client, a multinational consumer electronic  
devices and online platform provider, was looking 
for ways to better understand the risks their  
business faced. The areas of their concern ranged 
from risks faced, or events that might occur early in 
their supply chain all the way through their delivery 
of content and experiences to consumer end-users.

THE CHALLENGE
As a leading developer and supplier of VR tech-
nology, the client is an appealing target for software 
and content piracy and also hardware theft and 
fraud. FiveBy’s prior expertise with anti-piracy/fraud  
analytics and remediation work enabled them to 
work with the team to identify risks and develop the 
capability to recognize and address those risks.  

PAST WORK IN THIS SPACE
FiveBy was highly qualified to assist the client,  
having done similar work with another multinational 
gaming hardware company. During this previous 
engagement, FiveBy was tasked with ensuring that 
special developer hardware kits were being used  
by the developers they were assigned to, and  
only to test software owned by the developer’s 
company. This work was significant because the  
kits were expensive and potentially vulnerable 
special-edition devices that had avenues to access 
pre-release games—a considerable security risk 
should a kit be used illegally. This work led to  
developing solutions that mapped devices location 
and use directly, and automating processes to  
enforce client policies including escalating un-
authorized activity to security teams.

PROTECTING HARDWARE, SOFTWARE AND CONTENT  
FROM THEFT AND PIRACY

During this earlier engagement, our work expanded 
to encompass other devices (smartphones, desk-
tops, tablets and wearables). Ultimately FiveBy was 
responsible for developing and auditing reporting 
from across the supply chain to identify where and 
how the client or the client’s end-customers might 
be exposed to risks. One example of this is  
devices that had been marked for destruction 
through warranty returns or manufacturing quality 
control but that are later found for sale online.  
Overall, our previous experience enabled us to  
perform the analytical deep dives and thorough  
device-genealogical work required for this  
current project.

FIVEBY’S ASSESSMENT / SOLUTION 
FiveBy assessed the challenge from all phases  
of device lifecycle from inception through distribu-
tion to retail through customer usage and into the 
aftermarkets in order to address security concerns 
at every link in the supply chain. Early on, FiveBy’s 
team recognized that each link in the supply chain 
(development, manufacturing, packaging, transit,  
retail use, and consumer use) had distinct data  
dimensions, each with their own challenges. For  
instance, a given product could have been lost or 
stolen in transit or had its components replaced 
with cheaper alternatives before end-use (for  
example, less heat resistant capacitors, faulty wiring, 
and headache-prone optics, among others). 
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How identifying and mapping product and content theft helped protect one business from risk. 

Mapping first connection

Usage policy enforcement and alerting
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To minimize losses in revenue, and preserve the  
overall brand experience, FiveBy unified data from  
various siloed sources across multiple feature teams and 
provided deep and actionable insight into how products 
were being exploited or were exposed to risk. If it was 
likely a device had been tampered with, Fiveby material 
and signal scientists would analyze units using methods 
such as microscopy, spectrometry, and radio frequency 
fingerprinting to ascertain if they were being altered. 
FiveBy provided the client a richer array of information 
from which to make business decisions than what was  
present before. To expand on this positively received 
work, we plan to widen the client’s analytical capacity  
to allow for proactive, real-time data collection and  
interpretation, in place of more reactive strategies.

RESULTS AND CONCLUSIONS
Our work over the past a year has yielded key successes 
for the client. These include:

Developing solutions that map a given device’s  
‘genealogy’ to the component level.

Integrating analytics and mapping solutions to  
support investigators use of device telemetry in  
investigations and incident response. 

Identification of content theft by software title,  
device type, geography, and usage levels to inform 
efforts to better protect the client and their partners 
in current and future hardware generations.

FIVEBY’S UNIQUE CAPABILITIES 
One of FiveBy’s core strengths is in marrying data  
analytics, program management, business intelligence, 
and material/signal science to give cutting edge,  
holistic, and adaptable support to investigators and  
security programs at all points of a product’s lifecycle.


