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Abstract 
The COVID-19 pandemic created significant growth for digital platforms as online social engagement became 

an essential survival strategy for people quarantining around the world. Some of our clients saw customer 

engagement grow 100% in 2020. This unanticipated increase in use coincided with significant, concurrent 

growth in fraud. Account takeover (ATO) and phishing are two fraud methods that increased significantly 

during the pandemic. Both tactics use a fraud technique called homoglyph spoofing, a key technology for 

which FiveBy developed and refined data-driven detection methods that will help prevent illicit actors from 

exploiting end users. Through a detailed description of the methods in this paper, FiveBy provides insight into 

how it can help clients actively identify, fight, and prevent today’s emerging fraud, piracy, and platform abuse.  

What Is Homoglyph Domain Spoofing? 
The SANS Institute reported recently that 95% of all cyber-

attacks begin with social engineering. Many social engineering 

attacks utilize homoglyphs—characters or letters that look 

alike—to create usernames, emails, or other unique identifiers 

that are visually similar to legitimate addresses, usernames, 

and domains that are already in use. One of the most common 

tools used by attackers is homoglyph domain spoofing. Bad 

actors use lookalike domain names to impersonate companies 

or non-authorized entities, usually via email (email spoofing) or 

the creation of a false website (website spoofing). The 

characters in the spoofed email domain or website are altered 

to avoid detection at first glance, thereby providing attackers a 

higher probability of successful penetration. Frequently, bad 

actors use homoglyphs to impersonate well-known users or 

businesses in order to trick consumers into purchasing non-genuine goods and services.  

 

To better understand the infrastructure of cybercrime and the tactics of attackers, FiveBy performed a study 

on homoglyph domains associated with the COVID-19 pandemic. The world’s most recognizable brands trust 

FiveBy when they encounter complex issues related to fraud and platform abuse, which motivates us to 

explore and understand a wide variety of emerging threats. We have the expertise to provide insights into 

what matters, and then work with companies to develop unique, flexible, data-driven solutions that help 

respond to and prevent future attacks. 

 

The following case study details work performed on a sample data set of domains registered over a short 

period from 23-31 December 2020. By implementing a four-step process, FiveBy discovered 229 unique 

keywords and 172 unique COVID-19 related homoglyphs associated with registered domain names, 92 of 

which were no longer active indicating possible nefarious intent.1 

Case Study: COVID-19 Homoglyph Spoof Detected, December 2020 
As with most crises, the COVID-19 pandemic provides ample opportunity for fraud. The global public is eager 

for up to the minute information on the virus and its supplementary concerns, such as testing, vaccinations, 

and death rates. This provides a wide target for cybercriminals and fraudsters to perpetrate spam, phishing, 

 
1 The material and information contained in this case study is for general information purposes only. You should not 

rely upon the material or information in this case study as a basis for making any business, legal, or any other 

decisions. We relied on public sources of information in creating this case study. While we endeavor to use the most up 

to date and correct information, FiveBy makes no representations or warranties of any kind, express or implied about 

the completeness, accuracy, reliability, suitability, or availability of such information. As of publication time, the domains 

highlighted for increased risk were not active, meaning no Web site was in existence. However, a future Web site could 

become available that may or may not be associated with any shown in this paper. For any concerns, please contact 

info@fiveby.com. 

 

Can you spot the Homoglyph? 
 

- СОVID-19 

- COVlD-19 

- C0VID-19 

- COVID-19 
 

Three of these options are 

variations that use homoglyphs. 

The solution – which of the four is 

not a homoglyph – may be found 

on the next page of this report. 

https://www.networkworld.com/article/2164139/how-to-blunt-spear-phishing-attacks.html
mailto:info@fiveby.com


 

      

 

 3 

and other nefarious campaigns, as the possible penetration points associated with COVID-19 are nearly 

endless.  

 

To commit this fraudulent activity, bad actors create websites which resemble legitimate sites—both in 

domain keywords and, occasionally, in the design and content of the site itself. To identify whether fraudsters 

appear to be utilizing COVID-related homoglyph domain spoofing techniques, FiveBy examined publicly 

available data on web domains created 23-31 December 2020. This period coincided with high-profile news 

events, such as then President Trump’s signing of a second stimulus bill, Germany’s problems with 

distributing the Pfizer/BioNTech vaccine, the first reported case in the US of a fast spreading COVID-variant, 

and the approval of AstraZeneca’s vaccine for use in the UK. This news spike had the potential to provide an 

enhanced environment for fraud – our testing was designed to reveal potential correlation. 

 

Detection Process 

To best identify possible homoglyphs from the test data set, FiveBy 

employed a four-step process of keyword identification, keyword 

cleaning, identification of registered homoglyphs, and an 

examination of the produced homoglyphs’ threat type.  

 

Keyword Identification 

Utilizing the open-source intelligence (OSINT) tool URLCRAZY, 

available on GitHub, FiveBy identified possible keyword 

combinations that could be created from domain names such as 

COVID, corona, and vaccine.  

- Identified examples include: korona, corna, CVOID 

 

Keyword Cleaning 

Once the possible keywords were identified, FiveBy cleaned the data 

set to identify and obtain unique keywords. This step removed top-level domains (TLDs), such as .org 

and .net, which led to duplicates, as well as common, generic keywords that provided false positives.  

 

Identifying Registered Domains  

From the resulting set of clean keywords, FiveBy next completed an SQL query of all registered domains using 

the OSINT third-party tool of Whois dataset, which contained information such as the domain’s creation date, 

registrar, expiry date, and registrant country.  

 

Classification of Homoglyph Threats 

Lastly, to classify the threat level of a homoglyph domain, FiveBy employed a series of sub-steps to better 

evaluate the likelihood of nefarious intent, including a check on registry dates and DNS IP information.  

 

Registry Dates 

Over the period of 23-31 December 2020, no related domains were created until 29 and 30 December, 

which saw the appearance of 30 and 142 related domains, respectively.  

 

DNS IP Check 

A PowerShell script, a command-line tool designed by Microsoft, was executed to ping the server and 

check whether a DNS IP was associated with a domain. Initially, 89 domains were proven to be Web 

domains, as they were linked to DNS IPs, whereas 115 domains were not live. After further cleaning, 80 

Web domains and 92 inactive homoglyph domains remained.  
  

Can you spot the Homoglyph? 
 

- СОVID-19 | 1st two 

characters are Cyrillic 

- COVlD-19 | Fourth character 

is a lower-case “L” 

- C0VID-19 | Second 

character is a zero 

- COVID-19 | Perfect! 
 

Only the fourth option is a legitimate 

spelling. As you can see, homoglyphs 

can be very difficult to spot! 

https://www.washingtonpost.com/us-policy/2020/12/27/trump-stimulus-shutdown-congress/
https://www.reuters.com/article/health-coronavirus-europe-vaccines-germa/cold-chain-doubts-delay-covid-19-vaccinations-in-some-german-cities-idUSKBN2910G8
https://www.wsj.com/articles/u-s-reports-first-case-of-new-covid-19-strain-11609281769
https://www.bbc.com/news/health-55280671
https://github.com/urbanadventurer/urlcrazy
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Results 

When evaluating the data, the high correlation between major events and the creation of COVID-related 

homoglyph domains is striking, as shown in the custom dashboard view below:  

 

 
 

Analyzing the dashboard above enabled us to make the following observations: 

 

- On 29 December, 30 homoglyphs were identified—22 of which were no longer active. These results 

corresponded with the release of a study that showed nearly half a million Wuhan residents may have 

been infected with COVID-19, the highly contagious UK variant of COVID-19 was discovered in 

Colorado, and a newly elected Louisiana congressman died from the virus.  

 

- On 30 December, 142 homoglyphs were identified—70 of which were no longer active. These results 

corresponded with the UK’s authorization of the AstraZeneca vaccine and US and German records for 

deaths and hospitalizations. 

 

Of the 92 inactive homoglyph domains identified above, nearly half (44) were created via free domain registry 

services. This strongly indicates possible nefarious intent behind the creation of these domains, which aligns 

with previous research into cybercrime threats associated with COVID. Additional factors strengthen these 

links, such as the fact that a majority of the suspicious homoglyph domains were registered in the United 

States (151 of 172 unique COVID-19 related homoglyphs, 39 of which were both inactive and registered via a 

free domain service). This data is closely correlated with the major news stories of the day and the resultant 

elevated interest level for COVID in the US, which opened the door for exploitation. While more exhaustive 

studies are possible, the fraud signals in this case were very strong.  

 

  

https://mp.weixin.qq.com/s/LXTfDmsQLf3qZnu_S_MxcA
https://www.cnbc.com/2020/12/28/us-confirms-first-case-of-the-new-covid-strain-discovered-in-uk-.html
https://www.politico.com/news/2020/12/29/luke-letlow-covid-congress-452218?fbclid=IwAR0lD2ziQUeMR3MfnCR4gqj-tB0A0l_8YQfI0KtzD4bC1nuQIaWpkoq5b-k
https://www.washingtonpost.com/nation/2020/12/30/coronavirus-covid-updates/
https://www.dw.com/en/coronavirus-german-daily-death-toll-surpasses-1000-for-1st-time/a-56090689
http://www.interisle.net/sub/domainregistrationdata-press-release.html
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Potential Applications 
The ability to recognize homoglyph spoofs using scalable techniques as described in this case study can help 

fraud investigators determine and repel active threats more quickly. Though evidence of homoglyph domain 

spoofing is a strong indicator of nefarious behavior, the broader objectives of any spoof can only be 

determined using close partnerships between expert fraud data analysts and trained fraud investigators.   

 

To identify why an actor might use homoglyphs in a domain name, FiveBy’s fraud investigators use a wide 

range of techniques to identify, pursue, and remediate potential fraudulent behaviors. In several recent 

cases, FiveBy detected homoglyph spoofing and followed the trail to associated fraud, piracy, and security 

exploits, including: 

• Homoglyphs in usernames to facilitate money laundering 

• Homoglyphs in usernames to facilitate fraudulent reputational enhancement 

• Ads and/or chatbots programmed to drop homoglyph links—more evolved forms of email phishing 

attacks 

• Disinformation campaigns that exploit and replace well-known and trusted brand names with 

nefariously inserted homoglyphs 

Conclusion 
FiveBy’s research shows that bad actors are actively pursuing opportunities enabled by COVID-19 fears to 

socially engineer penetration strategies. While this merits further study, it also encourages closer monitoring 

and attention to these nefarious attempts. Individual consumers and companies should be especially careful 

when attempting to obtain or disseminate COVID-related information—especially in situations where they may 

be providing or collecting personal information. 

 

Homoglyph detection is an important tool in anti-phishing strategies and can provide valuable signals to 

support comprehensive anti-fraud and risk intelligence programs. The ability to successfully identify and shut 

down fraud threats, such as homoglyph spoofing, represents a major opportunity for platforms to strengthen 

the integrity of their services. Combined with higher level engineering and customer support investments, a 

sophisticated anti-fraud program can help reduce the impact of customer account takeover, credit card fraud 

and money laundering, and save companies money while protecting their brand, reputation, and customer 

experiences. 

 

About FiveBy Solutions 
FiveBy is a specialized risk intelligence services firm. We give you the insight you need to move faster and 

further to transform risks into opportunities to grow your profits, strengthen your brand, and exceed customer 

expectations with confidence.  

  

Our unique point of view brings together expertise spanning security, technology, data science, and business 

operations to connect your dots. By turning data into an enabler, FiveBy designs adaptable responses—

whether to an ongoing incident or to implement preventive measures—tailored to your business needs and 

always with a human touch. 
 


